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ABSTRACT

Wireless sensor networks have become widely used in industrial automation systems due to their ease of deployment,
flexibility, and cost-effectiveness. They provide real-time monitoring, diagnostics, and control of technological processes without the
need for complex cabling infrastructure. However, the operation of wireless sensor networks in production environments is
accompanied by risks associated with limited energy resources of nodes, the impact of electromagnetic interference, data
transmission delays, the inability to guarantee communication stability, and vulnerability to cyberattacks. These threats are
exacerbated in complex environments where equipment is located in hard-to-reach places, and the network has limited bandwidth
and variable topology. Such conditions require the construction of multi-level structures for network health analysis, risk assessment,
and adaptive management. The aim of the research is to develop two functional modules of a multi-level ontology: a risk assessment
module and a network description module, that allow for an integrated analysis of threats, vulnerabilities, and wireless sensor
network parameters, taking into account their changing state. The research methodology is based on the construction of formalized
mathematical models: the network description is implemented through a graph representation with the parameters of nodes,
connections, and their dynamics, while the risk assessment is performed using a multifactor model that takes into account the
probability of threats, the level of their impact, the criticality of network components, and external risks. The article presents
examples of the application of modules based on typical production scenarios that demonstrate the relationship between the structural
description of the network and the dynamic assessment of threats. Information from the network description module is used to
calculate risks in real time, while the results of the risk analysis affect the dynamic adjustment of network operation parameters. The
scientific novelty of the research lies in the integration of two formalized models within a single ontological system of risk-oriented
wireless sensor network management. The practical significance lies in the possibility of implementing the proposed approaches in
real industrial conditions to increase the reliability, flexibility, adaptability and information security of sensor networks. The proposed
system is the basis for building self-adjusting smart networks capable of independently responding to changes in technical condition,
threats and environmental parameters.
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INTRODUCTION To effectively manage such risks, it is necessary
to apply multi-level approaches to network status
analysis, which allow for a comprehensive
assessment of system vulnerabilities, determine the
level of potential threats and form adequate response
strategies.

Wireless sensor networks are used in a wide
range of industries, such as industry, energy,
transport and agriculture. Their main functions are:

— monitoring of  production  processes,
ensuring continuous collection of data on the
condition of equipment and the environment;

— control of production systems, management

In modern conditions of industrialization and
automation of production processes, Wireless sensor
networks (WSN) play a key role in ensuring
monitoring, control and management of various
technological processes. They allow receiving and
transmitting information in real time, reducing
infrastructure costs and ensuring high flexibility and
scalability of systems. However, with increasing
network complexity and the number of connected
devices, the likelihood of risks associated with both
technical, cyber and physical threats increase.

of operations based on the received data, which
contributes to increasing production efficiency;
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— equipment diagnostics, identifying
deviations in the operation of systems to prevent
malfunctions and breakdowns.

— asset and production operations
management, automation of resource management
and coordination of actions between different parts
of the production complex.

However, despite their effectiveness, WSNs
remain vulnerable to a number of threats, including:
limited energy resources, physical obstacles, limited
bandwidth, and cyber threats. Limited energy
resources - most nodes operate on batteries, which
limits their autonomous operation, especially in
hard-to-reach places. Physical obstacles,
electromagnetic interference in an industrial
environment can reduce communication quality and
interfere with data transmission. Limited bandwidth,
in some critical production systems, data
transmission delays can be unacceptable. Cyber
threats, due to limited computing resources of nodes,
the use of complex encryption algorithms becomes
difficult, which makes the network vulnerable to
attacks.

In this regard, there is a need to develop a
comprehensive risk management system for WSN,
which would allow to effectively identify, analyze
and reduce the impact of potential threats. The
integration of the risk assessment module and the
network description module into a multi-level
ontology creates the prerequisites for creating stable
and flexible systems that can adapt to changes in the
network in real time and ensure stable operation in
conditions of increasing complexity of industrial
processes.

LITERATURE REVIEW

The advantages of WSNSs over traditional wired
systems include a significant reduction in
installation and maintenance costs, as there is no
need to lay cable routes. This is especially important
for industrial environments with a high level of
danger, where the deployment of cable infrastructure
can be complicated by aggressive conditions,
exposure to high temperatures, humidity, chemicals,
mechanical damage or physical obstacles. An
additional advantage of WSNs is their flexibility and
scalability, which allows for the rapid integration of
new nodes and expansion of the system without
significant changes to the physical infrastructure of
the enterprise. This is critically important for
production facilities where it is necessary to quickly
adapt the network to changes in equipment
configuration or to the expansion of production
lines.

The main vulnerabilities of WSN in industrial
environments include the limited autonomy of the
nodes, since most sensors are powered by batteries.
This reduces their operating time and complicates
maintenance, especially in hard-to-reach places or
critical production areas. Another significant risk
factor is electromagnetic interference, which can
distort or block signals, especially in dense buildings
or environments with a large number of metal
structures. Limited bandwidth and data transmission
delays can be critical for real-time control systems,
such as emergency shutdown systems or precise
control of technological processes. Another
significant challenge is information security, due to
limited computing resources, WSN nodes cannot use
complex cryptographic algorithms, which makes
them wvulnerable to attacks such as traffic
interception, node substitution, or malicious code
injection.

Despite the mentioned vulnerabilities, WSNs
have great potential for application in industrial
automation, which is confirmed by numerous
studies.

Thus, in article [3] the authors describe the
general principles of WSN construction in
automated systems, advantages over wired networks,
problems of integration with industrial protocols and
real examples of applications. However, there is no
structured approach to risk analysis or a model for
describing the network topology. It is used to justify
the relevance of WSN application in industry.

In the article [1], a review of risk identification
techniques used in the networked environment of
modern global supply chains is conducted. The
authors analyzed risk identification approaches in
the period 1980-2020, classified them by type and
assessed their compliance with the requirements of
the network environment. Particular attention is paid
to gaps in the technical aspect of the methods and
recommendations are made to improve the risk
identification process in the context of complex
interconnected systems. A useful source for the risk
assessment module, helps to classify risk
identification methods and identifies shortcomings
of classical approaches in the context of network
interaction, which is relevant for WSM. Limitations
— the source focuses mainly on supply chains,
therefore, adaptation of the conclusions to the
specifics of wireless sensor networks is required.

In article [4], a method for optimizing delay and
energy consumption in WSN for smart grids using
clustered reinforcement learning is proposed. The
algorithm adapts the transmission power to balance
delay and energy consumption, demonstrating a
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delay reduction of up to 20.3 %. Useful source for
the network description module, shows adaptive
optimization of energy consumption and delays in a
changing environment. Limitations — does not take
into account risks and does not use ontological or
semantic formalization.

Article [5] uses a hybrid key management
scheme combining cryptographic methods with
ontological trust modeling is proposed to improve
energy efficiency and reliability in WSNs. The
ontological-based  trust aware hybrid key
management scheme model includes two stages:
ensuring confidentiality through encryption and
building trust relationships between nodes using

ontologies.  Experimental results demonstrate
improvements in metrics such as trust level
communication trust value, throughput, packet

delivery ratio, and energy consumption. A valuable
resource for extending the risk-based module:
considering trust, context, and interactions between
nodes using ontologies.

The article [6] proposes an ontological model
for risk management and real-time cyber situational
awareness. It allows to identify threats, formalize
dependencies between assets, vulnerabilities and
context, and determine response priorities. Useful
source for risk assessment module, demonstrates the
application of ontology for dynamic threat analysis.
Limitations — the model is focused on IT systems,
without taking into account the specifics of
industrial WSN.

Article [7] presents a model for describing the
technical state of objects using ontology, including
diagnostic parameters. Despite the difference in the
industry, the approach is relevant for building a
network description module. It illustrates the
structuring of object parameters in a formalized
form.

In article [8], an ontological approach to
assessing the risks of digital transformation using the
Dempster-Shafer model is proposed. The model
takes into account technological, organizational and
social risk factors, combining loT data and expert
assessments into a single decision-making system.
An important source for the risk assessment module,
demonstrates the combination of ontologies, fuzzy
data and evidential reasoning for modeling complex
dynamic risks in cyber-physical systems. Limitations
— the model is focused mainly on the digital
transformation of enterprises, without specifying the
features of industrial WSN or sensor environments.

The article [9] is devoted to the application of
WSN for monitoring and controlling industrial
processes. The authors emphasize the advantages of

WSN over traditional wired systems: cost reduction
due to the elimination of cable connections and
increased productivity. Data collection is carried out
using analog sensors that transmit information to
remote nodes. To ensure the protection of the
transmitted information, it is proposed to use the
AES encryption algorithm with a 256-bit key, which
provides high performance with low power
consumption and cost. The article demonstrates the
basic integration of WSN in industrial environments
with an emphasis on secure data transmission. It can
be used to justify the use of encryption modules in
data transmission subsystems in WSN.

In the article [10] discusses the architecture of
multi-channel WSNs integrated with loT for
monitoring and control in Industry 4.0. Emphasis is
placed on big data processing and cloud
technologies to ensure efficient power system
management.  Valuable source for network
description module, illustrates practical integration
of loT, Big Data and WSN for industrial tasks in
Industry 4.0. Limitations — the paper does not focus
on risks or adaptive protection of the system, which
reduces its suitability for risk assessment models.).

Paper [11] is focused on increasing the energy
efficiency of data collection. Modifications of
LEACH-like protocols are proposed. However, risk
management or an ontological approach is not
considered. It is used to take into account energy
indicators in the network structure model.

The article [12] reviews approach to detecting
disturbances in intelligent transport systems with an
emphasis on the use of ontologies for knowledge
formalization and decision-making. The authors
analyze existing methods and identify shortcomings
in terms of detection accuracy, lack of real-world
implementation in developing countries, and lack of
ontological support for situation identification. A
critical review of typical intelligent transport
systems architectures and the prospects for
integrating semantic models to improve monitoring
reliability are provided. A valuable resource for the
network and risk description module, highlights the
importance  of  ontologies in  knowledge
formalization tasks that can be adapted for industrial
BSMs. Limitations — focus on transport systems
rather than industrial sensor networks; lack of
implemented examples in industry.

In the article [13] presents the construction of
an intelligent control platform for electronic vehicle
architecture based on an adaptive control algorithm
that combines domain control with wireless sensor
network technologies. The authors focus on the
integration of WSNs for real-time system status
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monitoring and adaptive response to changing
conditions. Despite the technical depth of the
development, the article does not consider
formalized risk models or ontological approaches to
describe the topology or state of the network. Useful
for describing examples of practical implementation
of WSNs in complex control systems; complements
the applied value of the models presented in the
article.

This article [14] proposes architecture of a
cloud-based industrial process control platform that
combines WSN with cloud technologies for
monitoring, storing, processing and detecting
anomalies in large industrial data sets. The work
implements a multi-layered architecture that
includes a data acquisition layer, a cloud-based
processing layer (SaaS, PaaS, laaS) and a control
layer with support for critical messages and anomaly
detection using a naive Bayesian classifier
algorithm. The model is tested in a simulation that
demonstrates its effectiveness in reducing latency
and energy consumption with high data volumes.
Value for the research topic: a scalable WSN-cloud
architecture with anomaly detection support is
proposed, which is useful for risk-based
management in distributed industrial systems.
Limitations: the model does not take into account
security aspects in the context of threats and
vulnerabilities, which is important for a
comprehensive risk assessment.

This article [15] proposes a neural model for
optimizing energy consumption in WSN for
transport applications using multiple-input and
multiple-output technology. The authors developed a
recurrent neural network with a backpropagation
algorithm, improved using a chimp-based
optimization algorithm. The system allows for
cluster head selection and finding the shortest route,
minimizing energy consumption. The effectiveness
was confirmed in the NS2 environment by
comparing with traditional methods according to the
criteria of delay, throughput, energy consumption,
packet loss and execution time. Ontological or risk
models are not used. Relevant from the point of
view of energy optimization, suitable as an example
of modern WSN applications, however, it does not
cover semantic or ontological modeling, which
limits its integration into the context of ontologies.

In the paper [16], innovative approaches to
designing an energy-efficient WSN for industrial loT
systems are presented, including the use of SSAIL,
MQTT-SN, 6LoWPAN, novelty detection algorithms
(NDS) and simulation analysis. Although the paper
offers deep optimization of topology and energy

consumption, it does not contain a formalized risk
model or ontological structure. Valuable for
strengthening the network description module:
performance, delay, energy parameters.

This paper [17] proposes a power management
model for industrial WSNs using dynamic power
management. The network nodes go into sleep mode
to reduce power consumption, and the dynamic
power management with scheduled switching modes
system ensures the network lifetime extension. Value
for the research topic: The paper demonstrates the
practical implementation of dynamic power
management  algorithms to  reduce  power
consumption in WSNs, which is an important
component of the risk assessment module under
resource constraints. Limitations: The model focuses
mainly on the hardware architecture, rather than on
ontological or logical modeling, which limits its
application for semantic risk analysis.

Paper [18] Energy-efficient routing using
clustering and minimum spanning tree construction
is proposed. The energy consumption is significantly
reduced and the network uptime is increased.
However,  risks,  network  dynamics and
vulnerabilities are not considered. It is important for
implementing energy analysis policies in the
network description module.

In paper [19] an loT platform using WSN
based on the TSCH protocol (IEEE 802.15.4€) is
built. The paper focuses on architecture with high
throughput and low energy consumption, but does
not cover issues of risks or ontological description. It
is useful for formulating topological characteristics
in the description module.

This article [20] proposes a coverage and
connectivity maintenance protocol (CCM-OAL) for
wireless sensor networks operating in resource-
constrained environments. It uses an optimal
adaptive learning (OAL) method, in which each
node independently decides on its activity state
(active/sleep) to maintain coverage and connectivity
while minimizing the number of active nodes. The
algorithm is implemented in MATLAB and tested
against existing K-CCA and LA-PC methods. The
results demonstrate improved network lifetime,
coverage ratio, and energy efficiency. A useful
source for a network description module in terms of
optimizing node structure and activity, but does not
include a semantic or ontological approach.

In this article [21] discusses the combination of
Named Data Networking and Edge Computing
approaches to improve loT performance in wireless
and mobile networks. The proposed architecture
includes multiple levels of caching, prefetching, and
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adaptive routing that takes into account the type of
content and latency. A simulation comparison with
traditional IP networks is performed, which
demonstrates reduced latency and increased
reliability of data delivery. The source is valuable for
the network description module, demonstrates the
integration of content-oriented routing with edge
computing in conditions of mobility and limited
resources. Limitations — the model is focused on
general loT scenarios without adaptation to the
specifics of industrial WSNs or risk-oriented
analysis.

The article [22] proposes a two-stage approach
to energy-efficient sensor placement and clustering,
taking into account interference, coverage,
connectivity, and energy resources. The E-TOPSIS
method was used for multi-criteria ranking of
positions and selection of cluster heads. Experiments
showed improved stability and network uptime
compared to other methods (TOPSIS, SAW,
Modified LEACH). Valuable for the network
description module, provides a formalized approach
to node placement. Disadvantages — lack of ontology
and risk-based analysis, but semantic extension is
possible.

The article [23] systematizes existing
approaches to secure routing in WSNs, dividing
them into two areas: multipath secure protocols
(with division into share / non-share) and trust-based
routing (clustered and non-clustered models).
Special attention is paid to the role of trust as a
flexible security mechanism that works effectively in
resource-constrained environments, complementing
or replacing cryptographic methods. The article
considers methods for assessing trust between nodes,
related attacks, computational complexity of
algorithms, their strengths and weaknesses. The
source is valuable for the risk assessment module: it
offers behavioral models of nodes, categorization of
attacks, and principles for building trust graphs.
Potential application, building a semantic trust
model in ontology or integration into dynamic
routing mechanisms with adaptation to risk levels
and node behavior. Limitations — emphasis on
reviewing and comparing existing solutions without
implementing a new model.

The article [24] proposes a clustered energy-
efficient routing for WSNs based on a hierarchical
structure. The main goal is to reduce energy
consumption and extend the network lifetime by
optimally selecting cluster heads. An improved
mechanism for cluster head rotation and routing
taking into account the energy characteristics of
nodes are proposed. The authors demonstrate the

effectiveness of the approach compared to classical
protocols based on simulations. However, the paper
does not describe trust models, risks, or semantic
data integration. It is useful for implementing an
energy efficiency module and topology management
within the framework of an ontological description
of the network.

This article [25] discusses the main aspects of
security and the scope of application of wireless
sensor networks (WSNSs), in particular in the
military, medical and industrial sectors. The authors
systematize the types of attacks on WSNs (physical,
network, logical) and highlight key requirements for
data  protection:  confidentiality, authenticity,
integrity and availability. To counter threats,
cryptographic methods, encryption and
authentication protocols, as well as the use of
adaptive secure routing protocols are proposed. A
useful source for the risk analysis module - contains
a classification of threats, protection measures and
an emphasis on a multi-layered approach to WSN
security. Limitations - the article is of an overview
nature, without specific models or formalized
methods for risk assessment.

This article [26] considers a new approach to
data collection in WSNs with uneven data
distribution, which uses a mobile sink. An energy-
efficient receiver motion planning scheme based on
data density is proposed, which allows reducing the
overall energy consumption of nodes. The model
takes into account both the data generation
frequency and the location of nodes. The simulation
results demonstrate improved network lifetime and
reduced latency. At the same time, the article does
not use an ontological or risk-based approach. It is
valuable for building data collection models in the
network description module, taking into account
mobility and dynamic load redistribution.

The article [27] presents an efficient
retransmission algorithm in multi-hop WSNs that
uses two buffers: a node buffer (for SID/Count) and
a packet buffer (for the route). After receiving a
packet, the node checks whether it has already been
processed, and only unique packets are forwarded.
This reduces the number of collisions and
retransmissions in the network, increasing its
stability. The algorithm is implemented on the basis
of the CC2530 microcontroller and tested
experimentally.  Scientific novelty — practical
implementation of the traffic unification mechanism
in a multi-hop WSN through double buffering.
Practical value, increased data transmission
efficiency, reduced duplication, and reduced energy
consumption. Disadvantages: lack of risk, trust, and
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attack assessment models; no ontological or
semantic representation is used. Possible application
— as part of the description of the data transmission
architecture in WSNs in the structural module of the
ontology or as an element of routing optimization.

This article [28] reviews existing challenges in
WSN security, particularly in the context of limited
resources, physical vulnerability, unreliability of the
wireless environment, and energy constraints. The
authors classify attack types (e.g., sinkhole, Sybil,
wormhole), consider secure routing protocols, and
analyze their advantages and disadvantages. A
detailed analysis of architectural and protocol
solutions used in WSNSs to mitigate risks is provided.
The paper also identifies gaps in current research
and suggests directions for future work aimed at
improving WSN security. An important source for
the risk assessment module, summarizes threat
categories, points out limitations of existing
solutions, and approaches to building secure WSNSs.
Relevant for determining security requirements
when forming an ontology of risks and
vulnerabilities in industrial environments.

The article [29] presents an overview of attacks
at different WSN levels (physical, channel, network,
transport and application) with examples of typical
threats, such as DoS, interception, substitution, data
modification. Particular attention is paid to security
assessment metrics FPR (False Positive Rate), FNR
(False Negative Rate), detection accuracy,
bandwidth, latency, power consumption,
adaptability. Attack detection approaches (e.g., IDS -
intrusion detection systems) and their effectiveness
are also analyzed. An important source for the risk
assessment module, provides a systematization of
attacks and threat detection methods, as well as
indicators of the effectiveness of protective
protocols. Can be integrated into the WSN threat
ontology, with formalization of attack types, input
parameters and corresponding network reactions.

The [30] article proposes a model based on
Improved Naive Bayesian Kernel Estimation
(INBK) for predicting and assessing security risks of
data transmission in wireless networks. The model is
focused on protecting confidentiality and avoiding
information leaks during transmission in local
WSNs. The main attention is paid to comparison
with other algorithms by the metrics FPR, FNR,
accuracy, Recall and F1-score. The accuracy
indicators turned out to be higher than 95%
compared to other approaches (~75-80 %). The
model showed lower energy consumption (18 ms vs.
35 ms) and better efficiency even with an increase in
the number of attacking nodes. An important source

for formalizing the risk assessment module, in
particular regarding computational methods for
classification and dynamic response to violations. It
can also be used to develop prediction components
based on data mining.

Although the reviewed studies cover a wide
spectrum of problems in WSNs, including secure
routing, trust management, event detection, energy
optimization, sensor deployment, and ontology-
based threat classification. They remain focused on
isolated aspects of system modeling. Most works
either emphasize architectural or behavioral layers
(e.g., routing, clustering, intrusion detection), or
provide semantic models that capture specific attack
types or decision-making logic. However, none of
the analyzed sources presents a comprehensive
framework that unites dynamic network structure
representation with a formalized risk assessment
process in a single coherent ontological system. The
proposed approach fills this research gap by
integrating both descriptive and risk-related modules
into a multi-level ontology, enabling consistent
semantic reasoning across structural, behavioral, and
threat domains within industrial WSNs.

PURPOSE AND OBJECTIVES OF THE STUDY

The aim of this study is to develop and
formalize two key components of a multi-level WSN
risk assessment ontology: a risk assessment module
and a network description module. These modules
should increase the efficiency, reliability, and
adaptability of WSN in industrial environments
where network performance and security are critical.

The research includes the design of a
formalized structure of a risk assessment module
that allows for the identification, quantification, and
prioritization of technical, physical, and external
threats. In parallel, a network description module is
being developed that models, both structural and
dynamic characteristics of the WSN, including the
level of node power supply, communication channel
bandwidth, delays, and load.

In the process of research, the following tasks
are solved:

— to build mathematical models to formalize
the functioning of the risk assessment module and
the network description module;

— to implement examples that demonstrate the
practical use of models for adaptive analysis of
threats and network parameters;

— to justify the integration of both modules
into a common ontological system for automated
risk management in WSN.

The research results are aimed at forming the
basis for creating an intelligent sensor network
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management system capable of independently
adapting to changes in the environment and the level
of threats.

RESEARCH METHODS

The developed approach involves creating a
multi-level ontology model as a set of modules,
presented in Fig. 1. This schema is the structure of
an ontology metamodel related to risk assessment in
WSN for industry. The schema uses the following
key modules:

— Risk assessment module, performs an
assessment of risks associated with network
operation;

— Network description module, describes the
main parameters and structure of the WSN;

— Vulnerability module, detects vulnerabilities
in the system.

The risk assessment module in the WSN is the
main module and is the interaction between all three
previous modules.

The risk assessment module is a critical
component of a multi-layered ontology for WSNs,
which allows for the identification, analysis, and
guantification of potential threats that may arise
during network operation. This module provides a
systematic approach to risk management, taking into
account a wide range of factors, such as technical
failures, physical access to sensor nodes, external
cyberattacks, and other threats.

The main functions of the module are:

— risk detection — systematic identification of
potential threats through analysis of network
parameters and data from monitoring modules;

— assessment of the probability of threat
realization — determining the chances of a certain
threat occurring, taking into account historical and
current operating conditions;

— analysis — an assessment of the possible
impact of a realized threat on network functioning,
data transfer stability, and overall system efficiency;

— prioritization — identifying the most critical
threats that require immediate elimination or
minimizing their impact.

Thanks to this module, you can increase the
effectiveness of risk management and reduce the
likelihood of WSN failures, which is especially
important for industrial systems with increased
requirements for reliability and safety.

The structural model of the module consists of
the following key subsystems:

— Threat detection subsystem, analyzes
network data to identify potential threats and
deviations from normal operation;

— Probability  analysis  subsystem,  uses
historical data and statistical methods to assess the
probability of threats;

— Consequence assessment subsystem, model
possible outcomes of risk realization, including
network failures, data loss, and financial losses;

— Decision-making subsystem, forms a list of
priorities to eliminate threats or reduce their impact.

The following complex mathematical model of
the module is used to conduct a quantitative risk
assessment:

Ontology mefamodel

h 4

v

Risk assessment

Nefwork descripfion

Vulnerability module

module module
v
Risk assessment model
' in WSN in industry '

Fig. 1. Multilevel ontology model of risk assessment in wireless sensor networks in industry
Source: compiled by the authors
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where R is overall risk for the network; P; is
probability of threat i occurring; Ii is intensity of
impact of threat i; C; is criticality of the threat for the
functioning of the network; W; is weighting factor
that determines the significance of the threat to the
system; Fj is level of physical impact of threat j; S; is
significance of physical threat j; Ex is probability of
occurrence of external threat k; Ty is level of
influence of external threat k; My is potential losses
from threat k; A, p are coefficients of significance of
physical and external threats.

The proposed formula is an integrated model
for quantitative risk assessment in a WSN, which
takes into account both internal technical and
external factors of influence. The formula allows
calculating the aggregate risk R for the entire
network, adapting the model to changes in the
environment or network architecture. It is a key
component of the risk assessment module in the
ontological management system of the WSN.

The second network description module in the
model is the basic component of a multi-level
ontology, which is responsible for structuring
information  about the network  topology,
characteristics of nodes and connections between
them. The main function of the module is to provide
a clear description of the current state of the
network, including the energy resources of nodes,
their location features, bandwidth and stability of
connections.

This module allows you to:

— create a complete picture of the network,
form a detailed map of nodes and connections
between them;

— monitor network status, track changes in real
time, including node energy levels, signal delays,
and other key parameters;

— optimize network topology, analyze network
performance and make changes to improve
performance and fault tolerance.

The structural model of the module consists of
the following key subsystems:

— node description submodule, records the
parameters of each node, such as energy level,
sensor type, and transmission power;

— connection description submodule,
into account the type of connections,
bandwidth, delays, and signal losses;

takes
their

— network topology submodule, models the
physical and logical structure of the network;

— dynamic update submodule, updates
network information in real time when the state of
nodes changes.

The target function is to minimize the total
costs:

G=(V,E,A®),

where V. = {v1, vz, ..., vn} is the set of nodes;
E = {e1, e, ..., en} is the set of connections between
nodes; A = {ai1, o2, ..., an} is the set of attributes
describing the characteristics of nodes and
connections  (for example, energy balance,
throughput, average response time); ® = {¢1, ¢z, ...,
on} is the set of dynamic parameters that change in
time.
The formula for assessing the state of a node:

S(Ui) = (ZXE(Ui)‘l‘ﬁ XB(Ui)+

+y X D(Ui) + 4§ X H(Ui), (2)

where E(vi) is the level of residual energy of the
node; B(vi) is node throughput; D(vi) is average node
delay; H(vi) is node load level; a, B, y, 6 are
weighting factors for each parameter.

A unique feature of the proposed system is its
implementation in the form of a multi-level
ontology, which acts not only as a formal data
model, but also as a logical-semantic structure that
combines knowledge about network elements, their
properties, relationships and risk factors. Unlike
traditional approaches, the ontological model allows
for level abstraction, ranging from the physical
parameters of nodes and connections to the logical
analysis of threats, environmental impact and
response priorities. Such a structure supports
semantic inference mechanisms, which provides the
ability to automatically form decisions based on
generalized knowledge and dynamic data. In
addition, the ontology acts as an integration platform
for combining individual modules (risk assessment,
network description, vulnerabilities) into a single
system that can be easily scaled and adapted to the
specifics of a particular industrial sector.

The interaction between the modules in the
proposed multi-level ontology is organized as
follows. The network description module forms a
semantic representation of the WSN, including node
attributes, topological structure, and real-time
operational status. This information is transferred to
the wvulnerability module, which analyzes device
characteristics (e.g., battery type, encryption
protocols, connectivity), external conditions (e.g.,
electromagnetic interference, physical access), and
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possible attack types (e.g., data interception,
jamming, spoofing) using a system of logical rules.
These rules allow the identification of weak points
and compute cumulative vulnerability scores based
on defined parameters and threat models.

Detected vulnerabilities and their attributes —
such as type, likelihood, and potential damage — are
then passed to the risk assessment module, which
integrates this data into the broader ontology-based
evaluation of network integrity and operational risk.
For example, the presence of unencrypted
communication protocols or physically exposed
sensor nodes increases the composite risk score
calculated by the system. The architecture supports
reasoning mechanisms (e.g., OWL+SWRL or
custom rule engines) and enables the real-time
update of risk status and mitigation strategies.

Technically, the system can be implemented
using a combination of OWL (Web Ontology
Language) ontologies for structural modeling,
SWRL (Semantic Web Rule Language) rules for
logic-based inference, and SPARQL queries for
extracting critical insights. The modular structure
allows seamless integration and communication
between components via shared semantic
vocabularies and rule-based mechanisms. This
layered interaction supports real-time detection of
new vulnerabilities and automated decision-making
for adaptive responses, such as isolating a vulnerable
node or adjusting routing protocols to avoid
compromised segments.

RESEARCH RESULTS

Let’s consider an example of using the risk
assessment module. Consider a WSN with 100
sensor nodes deployed to monitor temperature and
humidity in a large industrial facility. The nodes
transmit data to a central server for further analysis.
The network operates in an environment with high
levels of electromagnetic interference and the risk of
physical damage to equipment due to a harsh
working environment.

In this simulation, there are the following types
of threats:

— technical threat (Recn) — transmitter failure
due to electromagnetic interference;

— physical threat (Rpny) — the possibility of
damage to the sensor due to physical impact (e.g.,
impacts or high temperature);

— cyber threat (Reyher) — an attempt by a third
party to access transmitted data.

Based on this statement, the formula for
calculating the overall risk assessment can be
divided as follows:

Rtechz_zn:(F)iXIiXCiXWi) 3)
Rony Zﬂi(':j xS)) (4)
Rcyber = IUZ(Ek ><Tk x Mk) (5)

The execution of the risk assessment operation
looks like this:

Technical risk:

— transmitter failure probability (P;) = 0.3;

— impact intensity (I;) = 0.5;

— criticality of the damaged node for the
network (Ci) = 0.6;

— threat severity (W;) = 0.8.

According to formula (3), we calculate the Riech:

Reen = 0.3%0.5x0.6x 0.8 = 0.072

Physical risk:

— impact or overheating exposure level
(F)=03;

— the significance of the physical threat

(S5)=0.72;
— coefficient of significance (1) = 1.
According to formula (4), we calculate the Rpny:
R, =1x0.3%0.72=0.216

Cyber threat:

— attack probability (Ex) = 0.05;

— impact level (Ty) = 0.9;

— potential loss (My) = 0.85;

— coefficient of significance () = 1.

According to formula (5), we calculate the
Rcyber:
Ryper =0.05x0.9x0.85=0.03825

Next, according to formula (1), we calculate the
overall risk assessment:

R=0.072+0.216+0.03825=0.32625

The greatest contribution to the overall risk is
made by technical and physical threats. The model
allows for the formalization of mixed risk factors
using weighting factors and a combined assessment.
Based on the result, the system can recommend:

— placing backup nodes at critical points;

— shielding equipment from interference;

— implementing  additional  cryptographic
means to protect data.

This approach is part of a closed
monitoring — assessment — response.

Let's consider an example of using the network
description module. In the same network with 100
nodes, some sensors are located in hard-to-reach
places, and the amount of data transmitted over the
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network increases during peak hours due to frequent
data reads. Input parameters for node vi:

— E(w) residual energy level 60%;

— B(vi) transmitter bandwidth 200Kbit/s;
D(vi) average signal delay 150 ms;
H(vi) load level 75 %.

According to formula (2) have the following
calculation:

S(0)=0.4x0.6+0.3x0.2+
+0.2x0.15+0.1x0.75 = 0.405

The value S(vi) = 0.405 indicates the average
load level of the node. Nodes with a score below 0.4
are marked as critically loaded and require the
following actions:

— redistribute the load by redirecting some of
the traffic through other nodes;

— limit data transfer rate if it is not critical;

— suggest replacing the node if its condition
steadily deteriorates.

The risk assessment module is aimed at
formalizing the processes of identifying, analyzing,
and quantifying potential threats, taking into account
the probability of their implementation, the level of
criticality for the network, and the intensity of their
impact. The main task of the module is to ensure
timely identification of risks and propose effective
measures to eliminate or reduce their impact on the
system.

The network description module aims to create
a clear structural model of the WSN, which reflects
all nodes, their characteristics, connections between
them, as well as dynamic changes in the network
state over time. The module's task is to provide a
complete and up-to-date description of the network
topology, its resources and internal connections,
which will allow for a more accurate and timely
response to changes in the network environment.

Together, these two modules provide the basis
for a holistic risk analysis in WSN and allow them to
be integrated into a common multi-level ontology
designed to improve the reliability, security, and
efficiency of the network in industrial operation.

CONCLUSIONS AND PROSPECTS OF
FURTHER REASERCH

Within the framework of this work, two key
modules of a multi-level ontology of risk
management in WSNs were developed and
formalized: a risk assessment module and a network
description module. The proposed architecture
provides a logically complete model in which
formalized knowledge about the topology, resources,

and current state of nodes is supplemented by a
quantitative assessment of threats, taking into
account a set of influence factors. Such integration
enables the construction of self-sufficient intelligent
decision support systems that operate in real time,
which is especially important for industrial critical
infrastructure facilities.

The network description module implements a
graph-based model of the WSN structure with
dynamic parameters such as residual energy, delay,
load, and throughput. This module not only serves as
a foundation for analytical monitoring and
diagnostics, but also acts as a triggering mechanism
for recalculating risk levels in response to changes in
the state of the network. In turn, the risk assessment
module  uses  semantic  relationships  and
customizable weighting coefficients to calculate the
threat level for each node or communication link,
considering the likelihood of attack success, the
severity of impact, node criticality, and operational
conditions.

A bidirectional integration between the two
modules ensures that real-time network data
influence risk calculations, while the results of the
risk assessment inform automated responses, such as
routing adaptations, node isolation, prioritization
changes, or reconfiguration of communication paths.
This creates a closed-loop system of monitoring,
analysis, risk evaluation, and mitigation actions with
minimal operator involvement.

As a result, the developed system exhibits
resilience and adaptability to both internal and
external threats. It remains effective under changing
environmental conditions or node failures, and is
suitable for deployment in industrial systems
operating in  hard-to-reach  or  hazardous
environments.

Practical implementation aspects include:

— the proposed modules are designed to be
compatible with existing SCADA and loT platforms
through ontological interoperability and data
exchange interfaces (e.g., via OPC UA or MQTT
gateways);

— the system supports heterogeneous sensor
networks, incorporating different types of nodes,
communication protocols (e.g., ZigBee, LoRa,
6LoWPAN), and traffic profiles. This enhances its
universality —and  scalability  for industrial
deployments;

— risk metadata and node parameters can be
mapped to enterprise-level monitoring dashboards
for integration with MES, security information and
event management (SIEM), and decision-making
systems.
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Future research will focus on: — developing plug-in components for seamless

— enhancing the ontology by introducing integration with real-world industrial SCADA and
additional threat scenarios and vulnerability types; MES platforms.

— extending the parameter library to support The proposed model forms a foundation for
more node classes, protocol stacks, and building a comprehensive intelligent WSN
communication models; management platform that operates effectively under

— refining the inter-module communication risk conditions and can be adapted for complex
protocols with a focus on faster response and industrial environments.
reconfiguration cycles;
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AHOTAIIA

Be3npoToBi ceHcopHi Mepexi HaOylTu LIMPOKOro 3aCTOCYBaHHS B CHCTEMaX IPOMHCIOBOI aBTOMATH3allil 3aBASKH MPOCTOTI
pO3ropTaHHs, THYYKOCTI Ta EKOHOMIiuHii edekTBHOCTI. BoHM 3a0e3meuyyioTh KOHTPONb, MIarHOCTHKY Ta YIIPaBJiHHSI
TEXHOJIOTIYHUMH TpollecaMHd B PEXHMi peallbHOro uacy 0e3 HeoOXimHOCTI B criaaHii kabenmbHiil iHppacTpykTypi. IIpote
(GYHKIIOHYBaHHsI 0€3/IpOTOBI CEHCOPHI MepeXi y BUPOOHHUUYMX YMOBAaX CYHPOBOKYETHCS PH3UKAMH, MOB’SI3aHUMH 3 OOMEKESHUMHU
€HEePreTMYHUMHU PecypcaMy BY3JIiB, BIUIMBOM €JIEKTPOMArHiTHUX 3aBajl, 3aTPUMKAMHM Iepe/iadi JaHUX, HEMOXJIUBICTIO FapaHTyBaTH
CTablBHICTD 3B 53Ky, @ TAKOXK Bpa3NUBIiCTIO 10 Kibeparak. Lli 3arpo3u MOCHITIOIOTHCS Y CKIAIHHUX CEPeAOBHUINAX, ¢ OOJaJHAHHS
PO3MIIIYEThCSL Y BaXKKOAOCTYITHUX MICIIX, @ Mepeka Mae OOMEXeHY MPOMYCKHY 3[aTHICTh Ta 3MiHHY Tomosoriro. Taki ymMoBH
MoTpeOyroTh MOOYI0BH GararopiBHEBUX CTPYKTYp IS aHAII3y CTAHYy MEPEexi, OL[iHKMA PH3UKIB Ta afJalTUBHOIO YIPaBiIiHHIL MeToro
JOCII/DKEHHsI € po3po0Kka IBOX (DYHKIIOHAJBHUX MOAYIIB OararopiBHEBOI OHTOJOrIT — MOAYIS OLHKHA PH3HKIB 1 MOIYIS OIHCY
Mepexi, sIKi O3BOJISIOTH MPOBOAMTU IHTErpalbHHUN aHAN3 3arpo3, BPa3JIMBOCTEH 1 mapameTpiB OE3ApOTOBI CEHCOpHI Mepexi 3
ypaxyBaHHSIM iXHBOrO 3MIiHHOTO cTaHy. MeTomonorist AoCiiDKeHHs 0a3yeTbess Ha MOOYIOBiI (hopMai3oBaHUX MaTeMaTHYHHX
MOJIEJIel: OMUC Mepexi peaii3yeTbest uepe3 rpadoBe momaHHs 3 mapaMeTpamu BY3JiB, 3’€[IHAHb Ta iX JAWHAMIKH, TOMI SIK OL[iHKA
PHU3HKIB BHKOHYETHCS 3a JIONOMOro0 OararodakropHoi MoOAemi, sika BPaxOBYe MHMOBIPHICTh 3arpo3, PiBeHb IXHBOrO BILIHBY,
KPUTHYHICTh KOMITIOHCHTIB MEpei Ta 30BHIILIHI PU3MKH. Y CTarTi MPEJCTaBICHO MPUKIAAU 3aCTOCYBAHHS MOIYIIB Ha OCHOBI
TUTIOBUX BUPOOHUYHX CIEHAPIiB, [0 AEMOHCTPYIOTh B3a€EMO3B’SI30K MiX CTPYKTYPHHM OIMCOM MEpPEXi Ta AMHAMIYHOIO OILiHKOO
3arpo3. I[Hdopmarllist 3 MOy OMHCY MepeKi BUKOPUCTOBYETHCS Uil OOYMCICHHS PHU3MKIB y PEXHUMi pealbHOro 4acy, TOMi SK
pe3yIbTaTH aHaNI3y PH3KKIB BIUTHBAIOTh HA JUHAMIYHE KOPUTYBaHHS MapameTpiB podotu Mepexi. HaykoBa HOBH3HA JOCHIHKEHHS
noysirae B iHTerparii 1Box (hopMaizoBaHUX MOJeNeil B MeXKaX €IUHOI OHTOJOTIYHOI CHCTEMH PU3HK-OPIEHTOBAHOTO YIPABIIiHHS
6e31poTOBi ceHCcopHi Mepexi. [IpakTUYHA 3HAYYINICTh TOJSrae Y MOXKIMBOCTI BIPOBADKSHHsI 3alPOIOHOBAHUX MiAXOMIB Y peaibHi
MPOMHKCIIOBI YMOBH [UIsl MiIBUIIEHHS HAJIMHOCTI, THYYKOCTi, aJaNTUBHOCTI Ta iHPOpPMAIiiiHOi Oe3MeKd CEHCOPHHX MeEpex.
3anpornoHOBaHa CHCTEMa € OCHOBOIO IS MOOYZOBH CaMOHAJIALITOBYBAaHUX PO3YMHHMX MEpEX, 3JaTHHX CAMOCTIHHO pearyBaTH Ha
3MiHYy TEXHIYHOTO CTaHy, 3arpo3 i mapaMeTpiB HAaBKOJIHUIITHBOTO CEPEIOBHUINA.

Keywords: 6be3ipoToBi ceHCOpHI Mepeski; GararopiBHEBa OHTOJOTIS; aHA3 PU3MKIB; CEHCOPHHMM BY30J; IHTEHCHBHICTBH
3arpo3u; KMOBIPHICTh 3arPO3H; CHCTEMa JAUCTIETICPCHKOTO KOHTPOIIO Ta 300py JaHUX
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